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Abstract

Many state-of-the-art Al models deployed in cyber-physical systems (CPS), while highly accu-
rate, are simply pattern-matchers. With limited security guarantees, there are concerns for their
reliability in safety-critical and contested domains. To advance assured Al, we advocate for a
paradigm shift that imbues data-driven perception models with symbolic structure, inspired by a
human’s ability to reason over low-level features and high-level context. We propose a neuro-
symbolic paradigm for perception (NeuSPaPer) and illustrate how joint object detection and scene
graph generation (SGG) yields deep scene understanding. Powered by foundation models for of-
fline knowledge extraction and specialized SGG algorithms for real-time deployment, we design
a framework leveraging structured relational graphs that ensures the integrity of situational aware-
ness in autonomy. Using physics-based simulators and real-world datasets, we demonstrate how
SGG bridges the gap between low-level sensor perception and high-level reasoning, establishing a
foundation for resilient, context-aware Al and advancing trusted autonomy in CPS.

1. Introduction

Over the past decade, Al research has been primarily focused on optimizing black-box models with
vast domain-specific training data. While benchmark performance has improved, the effort spent
tuning traditional models has not led to significant assuredness guarantees. It is well known that even
minor perturbations to the input data of Al models, both natural and adversarial, have led to high-
profile unintended and sometimes catastrophic failures (e.g., from Eykholt et al. (2018), Finlayson
et al. (2019)), raising concerns about AI’s reliability in safety-critical cyber-physical systems (CPS).
Defensive techniques such as adversarial training Shafahi et al. (2020), distillation Papernot
et al. (2016), and ensembling Jia et al. (2019) contend to secure models. However, adaptive adver-
saries consistently overcome such defenses Carlini and Wagner (2017), suggesting that deep neural
networks (DNNs) are statistical pattern-matchers rather than true high-level reasoners. Current se-
curity analyses remain incomplete, focusing largely on structured noise like L, norm perturbations
that fail to capture real-world adversary complexities. Examining recent attacks on multi-sensor
fusion, such as the frustum attack Hallyburton et al. (2022), we argue that traditional DNN architec-
tures face innate and unavoidable vulnerabilities to attacks that alter a scene’s semantic structure.
Achieving robust perception necessitates moving beyond reactive defenses to existing archi-
tectures and integrating structured reasoning with statistical learning. In contrast to DNNs, human
perception seamlessly integrates low-level feature recognition with high-level contextual and com-
monsense reasoning, enabling us to interpret ambiguous, noisy, or incomplete data because of an
ability to infer object relationships, detect inconsistencies, and reason about cause-and-effect in-
teractions in a scene. Given fundamental vulnerabilities of existing DNNs, we advocate for an
incorporation of symbolic reasoning into perception models to enhance reliability and robustness.
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In particular, we propose a paradigm shift in sensor fusion from vulnerable pattern-matching
DNNSs to logically-grounded reasoning algorithms that combine neural and symbolic components.
Transcending black-box algorithms, a neuro-symbolic approach allows for incorporating logical
constraints and commonsense knowledge — an approach that promises to enhance robustness in
safety-critical applications such as autonomous driving (AD) and unmanned aerial vehicles (UAVs).

Our neuro-symbolic approach to sensor fusion commences with a joint detection and graph
generation step leveraging advancements in scene graph generation (SGG), a promising backbone
for grounding black-box inference in high level logical relationships. SGG algorithms build graph-
ical representations of scenes by identifying objects (nodes) and illuminating salient interactions
between them (edges). Applied to perception, SGG can enrich situational awareness with contextu-
alized high- and low-level concepts that traditional object detectors are ill-suited to discern.

To secure single- and multi-sensor fusion with SGG requires the design of specialized integrity
algorithms for scene-graph-based anomaly detection. We propose a two-stage integrity framework
where graphs from each sensor are first evaluated against physics-based knowledge bases to ensure
compliance with commonsense understanding (per-sensor). Graphs from all sensors are then sent
to a multi-sensor graph consistency evaluator that considers the compatibility of nodes and edges
across graphs (cross-sensor). Insights from graph-based integrity are used to flag anomalous infer-
ence results and weight information updates in a downstream graph-informed sensor fusion step.

In this early work, we present feasibility case studies to illustrate the promising potential of
neuro-symbolic sensor fusion. We walk through case studies based on both real-world datasets
(nuScenes, Caesar et al. (2020)) and physics-based simulators (CARLA, Dosovitskiy et al. (2017)).
In the camera domain, we use a foundation model to predict graphs from RGB camera images. In the
LiDAR domain, we use a rule-based approach because the data already fully resolve 3D Cartesian
space. Object detections and graphs are then compared to illuminate any inconsistencies between
them. We show that even when considering challenging attacks such as the frustum attacks against
the LiDAR sensor, we can easily identify incompatible scene graphs between the camera and Li-
DAR. To the best of our knowledge, this is the first single-platform approach demonstrated to detect
such attacks, and results suggest the potential for neuro-symbolic methods to significantly improve
security guarantees for perception in CPS. These findings motivate planned future research in de-
signing full-stack neuro-symbolic perception and integrity.

Contributions. In summary, the contributions of this work include:

* Vulnerability analysis: demonstration of the vulnerability of DNN models to stealthy, unde-
tectable attacks on sensing that alter the semantic structure of the scene.

* Neuro-symbolic perception: Design of a novel neuro-symbolic paradigm for perception
jointly performing detection, classification, and graph-building from sensor data.

* Neuro-symbolic integrity: Architecting of neuro-symbolic integrity to reason over per-
sensor and cross-sensor consistency against commonsense and physics-informed knowledge.

* Feasibility study: Case studies in real-world and simulated datasets demonstrating first
single-platform detection of challenging attacks, previously thought to be stealthy.

2. Sensor Fusion in Autonomy

Perception. DNNS are the state-of-the-art in object detection. Widely used algorithms/architectures
for images (img) include convolutional neural networks (CNNs), Faster R-CNN Ren et al. (2016)
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andYOLO Redmon (2016), while for point clouds (pc) analy$lejntPillars Lang et al. (2019) and
PV-RCNN Shi et al. (2020) are used. Rectérainsformer-based detectors such aDETR Carion
et al. (2020), offer an end-to-end approach minimizing the use of hand-crafted heuristics.

Multi-sensor fusion. Fusing data improves observability, robustness, and attack resilience. Multi-
sensor fusion typically occurs at the semantic level Durrant-Whyte and Henderson (2016). Such
approaches are used in AD Baresi and Tamburri (2023) and UAVs Fei et al. (2023). Appendix A
formalizes the semantic-level multi-sensor fusion problem.

3. Vulnerability of Perception & Sensor Fusion

In this section, we discuss how attacks on perception that alter the semantic structure of a scene are
indefensible by reactive hardening of algorithms due to the equivariance of DNNs. We illustrate that
this is of signi cant concern showing a stealtfrystum attackwith high degree of attack success.

3.1. Equivariance Vulnerability

In response to DNNs' vulnerability to out of distribution attacks (e.g.norm), certi ed robustness
techniques including sub-sampling/ensembling Jia et al. (2019) were proposed, yielding security
guarantees. However, despite the effectiveness of certi ed robustness dgaatsacks, they fail
to defend many real-world attacks that fundamentally alter the semantic structure of the scene.
Speci cally, point-based (e.g., LIDAR) DNNs are designed so that features derived on a col-
lection of points are invariant to spatial translations (see Bronstein et al. (2021) on equivariance).
Thus, no amount of sub-sampling or ensembling can mitiyateslation attack$ecause the orig-
inal features are retained when points from a legitimate object are (adversarially) moved to a new
location. Spoo ng attacks where points are injected patterning a legitimate object yield similar out-
comes. While equivariance enhances model accuracy and generalization, it unfortunately introduces
a vulnerability that adversaries can exploit, rendering certi ed robustness techniques ineffective.

3.2. Stealthy Attacks On Sensor Fusion

Many systems combine dense 2D image data with sparse 3D point clouds. Prior work showed at-
tacks on 3D data in 2D-3D fusion are stealthy if the attacker retains consistency with unattacked 2D
data Hallyburton et al. (2023a). We consider an optifnagtum attackHallyburton et al. (2022)
(derived in Appendix B.4) that exploits the DNN equivariance property to obtain such a stealthy
outcome. Fig. 1 shows an adversary shifts a car's 3D bounding box while being stealthy by preserv-
ing high overlap with 2D detections. The intersection over union (loU) threshold determines the
maximum translation, enabling displacements eM@&m while maintaining loU> 0:9. Due to the
retained consistency with unaltered 2D detections, single-frame integrity checks fail, making the
attack undetectable. Such attacks pose serious risks for path planning, leading to safety incidents.

4. Neuro-Symbolic Al: A New Paradigm for Perception

The widespread effectiveness of attacks on perception underscores the limitations of traditional
algorithms in defending against manipulations to the semantic structure of a scene. Thus, motivated
to overcome the pattern-matching nature of DNNs, we propose and evaluate a novel neuro-symbolic
approach to perception that jointly detects objects and reasons over their semantic relationships.
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Figure 1: Attacker can alter the semantic understanding of the scene while being stealthy to multi-
sensor fusion. Translating existing 3D objects (denoted with white box) backwards or forwards
(resulting in the detected 'moved' red boxes) from ego maintains consistency with 2D frustum in

image plane. Attacker runs optimization to move object as far back as possible while retaining at
least a minimum loU (overlap) when projected into 2D image.

4.1. Overview of Approach

Unlike DNNs, human perception seamlessly integrates low-level feature recognition with high-level
reasoning. Humans can infer relationships, identify inconsistencies, and reason about cause-and-
effect from vision alone. To safeguard the future of Al-driven autonomy, it is imperative to develop
assured perception algorithms that incorporate enhanced contextual awareness and reasoning.
One promising approach to neuro-symbolic perception is scene graph generation (SGG). In
addition to detecting objects, SGG vyieliger-object relationshipslescribing scene composition.
Whereas previous attempts to secure perception relied on hardening DNNs to speci ¢ attacks, we
propose reasoning over semantic scene graphs to evaluate general data integrity. Such graphical
models are able to hold high-level semantic insights that 2D object detectors alone fail to capture.
In this section, we discuss graph generation, integrity evaluation, and graph-informed sensor fusion.

4.2. System Components

The proposed neuro-symbolic framework consists of the following components, depicted in Fig. 2.

4.2.1. DINT PERCEPTION ANDGRAPH GENERATION

Graphs codify the structure of a scene, and SGG explicitly infers objects and their relationships to
yield high-level context-driven scene understanding, often lifting 3D-like relationships (e.g., rela-
tive positions) directly from 2D data such as images. Early CNN-based SGG approaches struggled
to effectively capture relationships due to the inability of CNNs to maintain features between spa-
tially separated objects Johnson et al. (2015). However, recent transformer-based methods have
demonstrated superior capabilities in modeling interactions across the input space, signi cantly ad-
vancing SGG performance Carion et al. (2020). We describe approaches to SGG below and present
examples in Figs. 3, 4, and 5. Additional discussion on SGG algorithms is provided in Appendix C.
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Figure 2: Neuro-symbolic paradigm for perception performs object detection, classi cation, and
scene graph generation jointly, enabling context-based reasoning over e.g., spatial relationships from
multi-modal data. Reasoning over the graphical models is informed by physics-based knowledge
bases and happens both for each sensor and between sensors before impacting sensor fusion.

Geometric Functions (Rule-Based). Geometric functions over a 3D Cartesian space de ne spa-
tial relationships between objects. 3D objects detected from 3D point clouds are passed to manually-
de ned functions to build relationships such as proximity, adjacency, occlusion, and orientation.
This approach is not effective for 2D image data given a camera'’s lack of explicit distance resolu-
tion. Fig. 3 and Appendix C.3 describe rule-based SGG from 3D inputs.

Foundation Models. Foundation models, including vision-language transformers like CLIP Rad-
ford et al. (2021) and ViLT Kim et al. (2021), facilitate off-the-shelf SGG by leveraging extensive
multi-modal knowledge acquired during training. These models naturally bridge visual and linguis-
tic information, effectively capturing relational semantics, global context, and object interactions.
Fig. 4 demonstrates SGG using a vision-language foundation model on camera images. To the best
of our knowledge, foundation models are not yet capable of SGG from point cloud data.

Specialized SGG Models. Transformers excel at modeling complex object relationships and global
contexts, making them ideal for SGG. Recent specialized models, such as EGTR Im et al. (2024)
and SGTR Li et al. (2022), integrate object proposals with relationship prediction heads to generate
comprehensive scene graphs. Fig. 5 illustrates the pipeline and output of a specialized SGG model.
SGG models are capable of operating on image or point cloud data, if suf ciently trained.

4.2.2. ER-SENSORGRAPH-BASED INTEGRITY REASONING

By structuring perception inference outcomes into graphs, SGG captures spatial, semantic relation-
ships from real-world sensor data. To evaluate the self-consistency of graph structures to support
assured decision-making and safety in autonomy, downstream integrity then reasons over the graph
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(a) Bird's eye view (BEV) of 3D (b) Rule-based scene graph using as
box detections on point cloud. input 3D box detections.

Figure 3: Scene pairs with below images. (a) BEV projection of LiDAR point cloud from nuScenes
dataset shown with box detections. (b) Geometric rules build scene graphs using 3D boxes. Nodes
(blue) connected via edge relations (red).

(a) Raw image used to jointly detect (b) Foundation model builds a scene
objects and build graph. graph using raw image as input.

Figure 4: (a) Raw camera image feeds foundation model that (b) directly builds scene graph. Node
and edge types differ from rule-based approach because foundation model yields nodes and rela-
tionships based on large multi-modal training process.

(a) EGTR specialized SGG model trained to detect nodes and predict edges.

Figure 5: Joint perception and scene graph generation performed using EGTR model from Im et al.
(2024). Regressed graph connects nodes with relations in (subject, predicate, object) format.
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contents. We introduce an approach to reasoning leveraging knowledge graph embeddings (KGESs)
and constraint satisfaction evaluation (CSE), both concepts highlighted in Dimasi (2023).

KGEs are structured representations of commonsense information and can enhance the assess-
ment of scene graph integrity, Chen et al. (2020). Anomaly detectors compare extensive knowledge
from KGEs with outcomes of SGG to validate real-world observed concepts against generated re-
lationships. Integrating knowledge graphs allows modeisfer and correctpotentially erroneous
scene interpretations based on well-established semantic relationships. This approach enhances the
robustness and integrity of SGG, leading to more accurate representations of scenes.

Constraint satisfaction provides an effective means for assessing the integrity of scene graph
outputs by enforcing logical and semantic requirements on the relationships among detected objects.
By applying domain-speci ¢ constraints, anomaly detectors can either reject unrealistic scene graph
outputs or guide corrective measures, ultimately ensuring outputs align more closely with real-world
knowledge and expectations, such as the logical requirements outlined in Giunchiglia et al. (2023).

4.2.3. (ROSSSENSORGRAPH-BASED INTEGRITY REASONING

Classical anomaly detectors such &sinnovation tests on state estimators or inter-sensor assign-
ment between detections from multiple sensors only evaluate consistency at the individual detection
level. In contrast, our neuro-symbolic cross-sensor integrity function takes into account the full
graph of detections and their relationships with other detections. This approach to cross-sensor in-
tegrity is particularly effective in securing perception to attacks that alter the semantic understanding
of the scene, such as a false positive/negative or translation attack. Even if graphs are self-consistent,
they may not be consistent across sensors; cross-sensor evaluation enhances security robustness if
attackers cannot consistently compromise all sensors at once.

Strategies for cross-sensor graph integrity reasoning intattebrute-force and learned-inference
algorithms. With the brute-force approach, nodes are matched between graphs, and edges travel-
ing between nodes are then matched based on the node matching. Any edges without a match are
evaluated to determine if the lack of agreement is a product of noisy sensor data or an attack. A
complementary approach is to feed scene graphs to graph neural networks (GNNSs) to evaluate for
consistency. The result of graph integrity is a per-node, per-edge classi cation of (in)consistent.

Beyond anomaly detectiooross-sensor integrity can be used to hypothesize the exact pertur-
bations responsible for any observed inconsistensiesh as identifying adversarial manipulations
affecting spatial relationships. This deeper reasoning and threat identi cation enhances responsive-
ness to complex adversarial scenarios and presents rst-of-a-kind resilience in autonomy.

4.2.4. RRAPH-INFORMED SENSORFUSION

While traditional sensor fusion algorithms update situational awareness with detections and per-
object features, providing fusion with relationships from graphs can signi cantly enhance perfor-
mance and robustness to challenging natural and adversarial circumstances. Scene graphs illuminate
high-level semantics that object detectors alone are incapable of providing. Such information can
help align heterogeneous data (e.g., resolve con icts in inter-sensor object assignment) and reduce
ambiguity due to e.g., occlusions. Integrating graphical information into fusion facilitates enhanced
contextualization of knowledge and ensures consistency across diverse sensor modalities, ultimately
improving situational awareness and reliability in perception systems.



HALLYBURTON PAJIC

5. Feasibility Study

We present a feasibility study demonstrating how neuro-symbolic methods can detect previously
stealthy attacks on perception presented in Section 3.2. We employ ground-vehicle datasets from
both the physics-based simulator CARLA and the real-world nuScenes dataset. While multiple
scenes were analyzed, due to space limitations, here we present detailed results from one represen-
tative CARLA scene. Additional analyses and case studies are provided in Appendix D.

Figs. 6@) and 6b) present benign camera and LIDAR data from a scene that includes four
detected objects: a nearby car, a mid-distance van and bicycle, and a distant truck. Traditional
camera- and LiDAR-based detectors accurately regress bounding boxes for these objects.

5.1. Scene Graph Generation

We employ a foundation model to construct graphs from images through natural language prompts.
Despite using 2D images, these models can effectively infer 3D spatial relationships between ob-
jects. Each image is analyzed with the quéBuild a scene graph from this image.”

The foundation model outpufsubject, predicate, object) triplets wheresubject
andobject are detected instances in the scene pradiicate  falls within the set of relation-
ships such am front of ,hear ,occluding ,following . The set of considered relation-

ships for this work is described in Appendix C. An example is illustrated in Fa. 6(

For LIiDAR data, scene graphs are generated by rst detecting 3D bounding boxes using classical
detectors and then passing boxes to rule-based geometric relationship functions. This study focuses
on proximal relationships (e.gront of ,left of , near/far ). Appendix C.3 describes all
considered rules. Fig. b illustrates a LiDAR-derived scene graph.

5.2. Adversary Threat Model

Section 3 described stealthy attacks exploiting differences in sensor resolution, such as frustum
attacks, where an object is repositioned in 3D space yet maintains consistency with 2D data, thus
passing through multi-sensor fusion undetected. Fig. &monstrates such an attack where the
van's position is signi cantly translated in LIiDAR data. This attack is stealthy to traditional DNN-
based detectors due to the retained consistency when 3D detections are projected to the image.

5.3. Integrity Evaluation via Scene Graphs

The scene graph of the 2D image (Fig)g(aligns with the original, unattacked LiDAR-derived
graph (Fig.6l0)). In contrast, the graph from compromised LiDAR data (Fig)sghows clear in-
consistencies with the image's graph. Cross-sensor integrity in B)ch&fhlights that inconsisten-

cies in the van-truck relationship across sensors are easily identi able. Neuro-symbolic perception
and integrity extracts meaningful semantic information from sensor data, enabling attack detection
even though the manipulated 3D box remains consistent with the unattacked 2D boxes.

The neuro-symbolic SGG pipeline offers the rst method that secures perception against attacks
exploiting asymmetric sensor resolutions, such as the frustum attack. While we use this style of
attack as a case study, perception can bene t broadly from neuro-symbolic reasoning. While DNNs
detecting objects from images only capture 2D information, SGG lifts relationships from the image
that contain 3D insights by leveraging context in the scene. The extraction of relational scene graphs
facilitates a more insightful comparison between data and supports secure and assured autonomy.
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